Abstract-Nowadays, there is a significant lack of generic application frameworks providing third party developers with the appropriate mechanisms for building ubiquitous context aware healthcare applications over medical heterogeneous networks. In this paper, we propose a new framework integrating context-aware and security mechanisms with mechanisms that allow the ease exploitation of the core networks' functionality to enable third party developers to build reliable and secure ubiquitous context-aware healthcare applications over medical heterogeneous networks.
Hence, in this paper, we propose a generic application Following the introduction, this paper is organized as follows. In Section II, current context-aware frameworks are presented as well as an overview of the �SA/Parlay architecture and its components is given. In Section III, the extended OSA/Parlay architecture is discussed. Furthermore, the proposed framework, its mechanisms and interfaces are described. In Section IV, examples of security mechanisms that can be provided by the proposed framework are discussed. Finally, Section V concludes the paper.
II. RELATED WORK

A. Context-Aware Frameworks
There is a wide range of different context-aware Hence, this mechanism increases the independency of physical sensors as well as their reusability.
Context and Bio Information Storage and Management:
This mechanism is responsible for the storage of contextual and bio information. Additionally, this mechanism is responsible for the management (e.g. retrieval, search, delete) of the stored information as well as its delivery using different types of approaches (e.g. request/response, subscription/notification). Besides, this mechanism is essential for applications that require sensored vital data and sensored contextual data to be combined.
Reasoning:
In ubiquitous context-aware healthcare applications the captured information is often unreliable due to the inaccuracy and lack of precision of sensors. For that reason, a reasoning mechanism is essential to address uncertainty of sensors' measurements making deductions for suitable adaptations without an explicit intervention from the user.
Devices and Resource Discovery:
This mechanism is responsible to enable devices (e.g. bio-sensors) to be added or removed dynamically from the sensor networks without affecting the entire operation of the sensor networks. Mechanisms are given in Section IV.
IV. SECURITY MECHANISMS IN THE EXTENDED FRAMEWORK INTERFACE
The proposed framework provides developers with a plethora of security mechanisms for sensor networks to properly select those mechanisms that fit well into the specific sensor network's constraints (e.g. low power
processor, small memory and bandwidth, short battery life) and deployment cost.
In addition, the provided security mechanisms are considered by the developer as simple components that can be integrated to implement security mechanisms with multiple lines of defense against both known and unknown security threats. Thus, the deployed security mechanisms work well not only in the presence of designated attacks but also under new attacks. Moreover, the integrated security mechanisms are able to address not only malicious attacks but also other network faults due to misconfiguration, extreme sensor network overload, or operational failures [6] .
For example, user authenticity, data confidentiality, integrity and availability mechanisms can be based on symmetric, asymmetric and/or hybrid techniques [6] .
Besides, the Extended Framework Interface can support some security mechanisms designed by the authors in [7] and [8] to achieve strong security in a multilayer approach.
The efficient security mechanism proposed in [7] provides authenticity and data integrity for the communication among the sensors and the base station of a sensor network. This mechanism exploits a low-weight hash function, which is used in combination with a key to produce Message Authentication Codes (MACs), in a group communication model to prevent unauthorized data disclosure as well as to ensure that data have not been altered during transmission.
This key, which is shared among the sensors and the base station, is frequently changed. Besides, the key is exchanged once, during the deployment of the sensor network, and specific steps are followed in order to secure the communication among the sensors and the base station.
In addition, the data integrity mechanism proposed in [8] can be used by the developer to achieve data integrity in the case of deployment an eHealth tele-monitoring system that operates in a smart home and supports transmission of medical data from the smart home to the healthcare center.
In this data integrity mechanism, agent technology is proposed to ensure data integrity making use of MACs and cryptographic smart cards connected to the Residential Gateway of the smart home and the PC of the caregiver.
Each smart card stores a pair of secret keys. The one is for encryption/decryption processes executed on the smart card and the other for computing MACs on the smart card.
Finally, for computing MACs on sensors and the Body Gateway, each of them uses a secret key which is the XOR result of its MAC-address and a secret pre-shared key.
V. CONCLUSION & FUTURE WORK
In this paper, we have proposed a generic application framework integrating context-aware mechanisms derived from well-known context-aware frameworks with the basic mechanisms of the �SA/Parlay Framework Interface.
Furthermore, a set of essential security mechanisms are integrated in the proposed framework. The inspiration of the proposed framework originates from the lack of current generic frameworks that support developers to build rapidly reliable and secure ubiquitous context-aware healthcare applications over heterogeneous medical networks.
Finally, as future work, we plan to design and implement a wizard that will help third party developers on how to deploy efficiently secure ubiquitous context-aware healthcare applications, where sensor networks mechanisms and security mechanisms will be essential.
